Four Steps To Take If You Think Your Credit/Debit Card
Data Was Hacked
Here’s what you can do to protect yourself if you spot unauthorized charges.
If your information was part of a breach, the most immediate risk is that the thieves may
make unauthorized charges or debits to your accounts. Keep a close eye on your account
activity and report suspicious transactions immediately to your bank or credit card
provider. The sooner you tell your provider about any unauthorized debits or charges,
the better off you will be.
1. Check your accounts for unauthorized charges or debits and continue monitoring
your accounts
If you have online or mobile access to your
accounts, check your transactions as frequently
as possible. If you receive paper statements, be
sure to open them and review them closely. If
your provider offers it, consider signing up for
email or text alerts.
Report even small problems right away.
Sometimes thieves will process a small debit or charge against your account and return to
take more from your bank account or add more charges to your credit card if the first
smaller debit or charge goes through. And keep paying attention: fraudulent charges to
your card or fraudulent debits to your bank account might occur many months after the
theft of your information during a data breach.
2. Report a suspicious charge or debit immediately
Contact your bank or card provider
immediately if you suspect an
unauthorized debit or charge. If a thief
charges items to your account, you
should cancel the card and have it
replaced before more transactions come
through. Even if you’re not sure that
PIN information was taken, consider
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changing your PIN just to be on the safe side.
If your physical credit card has not been lost or stolen, you are not responsible for
unauthorized charges. You can protect yourself from being liable for unauthorized debit
card charges by reporting those charges immediately after you find out about them or
they show up on your bank statement.
If you spot a fraudulent transaction, immediately call the card provider’s toll-free
customer service number on the back of your card. If the provider asks, follow up with a
written letter. The provider should give you the address where you need to send the letter.
Make sure to send it as soon as possible after you tell the provider about the unauthorized
charge.
When you communicate in writing, be sure to keep a copy for your records. Write down
the dates you make follow-up calls and keep this information together in a file.
If your card or PIN was lost of stolen, different rules may apply. Your timeline for
reporting after your card, PIN, or other access device is lost or stolen is tied to when you
discover the loss or theft or when unauthorized transactions show up on your bank
statement. Therefore, you should make the report as soon as you know that there is a
problem.
Debit card issuers should investigate the charges (generally within 10 business days) and
take action quickly (generally within 3 business days). For your credit card, it can take
longer, but you don’t have to pay the charge while it is under investigation. You also
have a right to see the results of their investigations.
3. You can submit a complaint to the CFPB (Consumer Financial Protection
Bureau) if you have an issue with your bank account or credit card
If you have an issue with your bank account or credit card, you can submit a complaint
online or by calling (855) 411-CFPB (2372),
TTY/TDD (855) 729-CFPB (2372).We’ll
forward your complaint to the company and
work to get you a response.
If you have other questions about billing
disputes and your debit and credit card
protections, you can Ask CFPB.
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4. Know when to ignore anyone contacting you to “verify” your account information
by phone or email
This could be a common scam,
often referred to as “phishing,” to
steal your account information.
Banks and credit unions never
ask for account information
through phone or email that they
initiate. If you receive this type of
contact, you should immediately
call your card provider (using a
customer service number that you
get from a different source than
the initial call or email) and report it. Reliable sources of contact information for your
card provider include the customer service number or web address listed on your bank or
credit card statement or the back of your card.
This information comes directly from http://www.consumerfinance.gov.

This free ebook is provided to help you protect yourself from fraud
and identity theft by Land Shark Shredding.
Land Shark Shredding offers a superior
combination of security, confidentiality,
value and customer service. As
information protection experts,
they help you comply with the
law, protect your confidential
information, and safeguard your business’ reputation.

Contact Land Shark Shredding today at (270) 793-0880
or toll-free at 1-877-53-SHRED (74733) http://www.landsharkshredding.com/

3

